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I N F O A B S T R A C T

Mobile Adhoc Networks (MANET) is the decentralized type of network 
and it does not rely on pre-existing infrastructure. All nodes work as 
routers and take path in discovery and maintenance of routes to other 
nodes in the network. The Energy Efficiency continues to be a key factor 
in limitingthe deploy ability of ad-hoc networks. Deployingan energy 
efficient system exploiting themaximum life time of the network has 
remained agreat challenge since years. The major concern inWireless 
network in recent days is Energy Consumption. There are numerous 
algorithms proposed to overcome this issue. In this paper proposed a new 
intrusion detection system is Enhanced Adaptive 3 Acknowledgement 
(EA3ACK) using Energy Efficiency Dynamic State (EEDS) algorithm. This 
algorithmis designed to increase the network lifetime and remaining 
energy bycontinuously monitoring the individual nodes inthe network, 
thereby it increases the quality ofservice of the network. Network 
Simulator (NS2) is used to implement & test our proposed system. 
The proposed EEDS- EA3ACK algorithm provides secure transmission 
& further it improves network performance. 
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Introduction
Network is the collection of nodes (Computer Systems) that 
can be connected together through the communication 
link. The link can be wired orwireless. If the nodes are 
connected through the air orspace, then it is called wireless 
network. MANET is built for special purposes, It does 
notrely on the base stations or routers. MANET represent 
a new form of communication consisting of mobile wireless 
terminals where it is an infrastructure less IP based network 
of mobile and wireless machine nodes connected with radio 
frequencies. As shown in the Figure 1, nodes of a MANET 
do not have a centralized administrator. It is known for 
its routable network properties where each node act as a 
“router” to forward the traffic to other specified node in the 

network. MANET were wireless multi-hop networks without 
any fixed infrastructure and centralized administration, 
in contrast to today’s wireless communications, which is 
based on fixed, pre-established infrastructure. To improve 
thequality of service we need to improve mainly the 3 
parameters that are, PDR (Packet Delivery Ratio) isthe 
essential parameter to measure the network performance. 
PDR is defined as the Ratio between the total numbers of 
packets received to the total number of packets sent by 
the nodes. Through put isthe second essential parameter. 
In networks, through put is defined as the amount of data 
can besent by the source node per unit time. Typically it 
canbe measured by bits per second (bps). Network lifetime 
is the most essential parameter to improvethe performance 
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of the network. It is the time taken by the node at which it 
starts participating in routing until the node running out of 
energy. While improving the above 3 parameters we should 
avoid the attacks to the nodes, reduce the congestion and 
traffic and maintain the energy.

and efficient route reconfiguration should be considered 
when developing a routing protocol.

Literature Survey
Subhan karmishra (2016) proposed the algorithm 
called LEAD that deals with the energy efficiency round 
scheduling of cluster head allocation of nodes and 
maximizing the network lifetime usingANDA algorithm. 
Performance analysis of dynamic source routing protocol 
for mobile adhoc network from Johnson et al (1998). Two 
acknowledgements  based preventing selfish node for 
routing protocol from Balakrishnan et al (2005). Detecting 
various malicious nodes in routing protocol for mobile 
adhoc network from Jongoh choi et al (2005). Discover 
various malicious nodes in network in intruder detection 
system from Nidal Nasser et al (2007). Acknowledgment 
based detecting of route misbehaviour nodes in MANET 
from Liu et al (2007). Secure routing protocol for hybrid 
cryptography from Subasree et al (2010). Various security 
challenges and solution for routing protocol from Hao 
yang et al (2010). Detecting various malicious nodes in 
trust based cross layer for secure routing protocol from 
Rajaram et al (2010). Detecting packet dropping attack using 
acknowledged based from Aishwarya sagar et al (2010). 
Detecting various misbehaviour nodes in MANET from 
Nan Kang et al. (2010). Secure intruder detection system 
in routing protocol for mobile adhoc network from Elhadi 
et al (2010). Misbehaviour node detecting for intruder 
detection system using adaptive acknowledgement based 
from Roubaiey et al (2013). Acknowledged based various 
intruder detection system to routing protocol for MANET 
form Abdnlsalam Basabaaa et al (2014). Sumithradevi 
(2011) proposed the ANDA algorithm which comprises two 
algorithm which are covering algorithm and reconfigure 
algorithm. Singh (2006) proposed Homogeneous Clustering 
Algorithm (HCA) the whole network is virtually divided 
into zones based on geographical layout anddensity of the 
network and it ensures the uniform selection of cluster 
heads. Sasikala (2008) proposed HEED (Hybrid Energy 
Efficient Distributed) clustering method maximizesthe 
network life time by distributing the energy consumptions 
and it creates well distributed cluster heads. HEED extends 
the scheme of LEACH. Anantha Chandrakasan (2014) 
proposed LEACH- Low Energy Adaptive Clustering Hierarchy. 
LEACH itwill randomly distributes the energy among the 
nodesin the network. The nodes in the network organize 
themselves as a local network and assign a clusterhead. 
LEACH compresses the data which is sent fromthe cluster 
heads to the BS. Hence it reduces theenergy dissipation. 
So it enhances the network lifetime. Deosarkar (2013) 
proposed the idea led to the construction of the sensor 
network as a number ofclusters with a dynamically elected 
cluster-head nodeis only allowed to forward the data to 
the sink. XueQ (2010) proposed a cellular-assisted UE CH 

Figure 1.Mobile Adhoc Networks

All networking functions, such as determining the network 
topology, multiple accesses, and routing of data over the 
most appropriate paths, must be performed in a distributed 
way. These tasks are particularly challenging due to the 
limited communication band width available in the wireless 
channel.

Routing Protocol

A  routing protocol specifies how routers communicate with 
each other, disseminating information that enables them 
to select routes between any two nodes on a   network.
Routing algorithm determines the specific choice of route. 
Each router has a priori knowledge only of networks attached 
to it directly. A routing protocol shares this information first 
among immediate neighbors, and then throughout the 
network. The two main types of routing: Static routing and 
dynamic routing. The router learns about remote networks 
from neighbor routers or from an administrator and builds a 
routing table. If the network is directly connected then the 
router already knows how to get to the network. The router 
must learn how to get to the remote network with either 
static or dynamic routing. If static routing is used, then the 
administrator has to update all changes into all routers and 
therefore no routing protocol is used. Only Dynamic Routing 
uses routing protocols, which enable routers to.Generally, 
there are two different stages in routing; they are route 
discovery and data forwarding. In route discovery, route 
to a destination will be discovered by broadcasting the 
query. Then, once the route has been established, data 
forwarding will be initiated and sent via the routes that have 
been determined. The power consumption, route relaying 
load, battery life, and reduction in the frequency of sending 
control messages, optimization of size of control headers 
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selection algorithm for the WSN, which considers several 
parameters to choose the optimal UE gateway CH. They 
analyze the energy cost of data transmission from a sensor 
node to the next node orgateway and calculate the whole 
system energy costfor a WSN. Lukachan (2014) consider 
these issues in the design ofa simple, Scalable, Energy-
Efficient Location Aidedrouting (SELAR) protocol for WSN.
In SELAR, location and energy information of neigh boring 
nodes together with the location information of the sink 
node are used to perform the routing function.

Proposed Methodology
Simulation Framework 

Simulation is regulated using NS2 2.35. Because of the 
link stability and route lifetime, no route over head was 
considered in our simulation. In 500 X500 areas, mobile 
nodes exist. Square area is used to increase average hop 
length of a route with relatively small nodes. Every mobile 
node is, moving based onthe mobility data files that were 
generated bymobility generator module. A number of 
50 nodes arecreated. The transmission range is fixed at 
100 meters. 100 nodes have destinations and try finding 
routes to their destination nodes. Maximum speed ofnode 
is set to 20 m/sec. The nodes are assigned withan initial 
position. All nodes do not stop moving and the simulation 
second is 500 seconds. In this section we describe the EEDS 
algorithm. Initially, the network is divided into virtual grids. 
Each virtual grid is assigned with n number of nodes based 
on their current position. The nodes which arein the same 
virtual grid are designed in such a way that these nodes 
within a grid will rely on one another i.e., any node in the 
virtual grid can assign its work to the any other node which 
is present in the same virtual grid. In this paper we discuss 
about three different states where a node can enter to 
conserve its energy. i) Active state – it contains the nodes 
which is actively participating in the routing process. ii) 
Night mode -it contains the nodes which are idle and it is 
in aenergy consuming state. iii) Discovery state- it contains 
nodes which are ready to participate inrouting process.

Flow Diagram of EA3ACK

Figure 2.Initialization of Nodes Figure 4.Energy Efficient Dynamic State Algorithm

Figure 3.Flow diagram for EA3ACK

In this section, we describe our proposed EA3ACK scheme in 
detail. The approach described in this research paper is based 
on previous work EAACK, where the backbone of EA3ACK 
was proposed and evaluated through implementation to 
prevent the attacker from forging acknowledgment packets. 
EA3ACK is consisted of four major parts, namely, ACK, secure 
ACK (S-ACK), 3-ACK and misbehaviour report authentication 
(MRA). Figure 3 presents a flowchart describing the EA3ACK 
scheme. Please note that, in our proposed scheme, we 
assume that the link between each node in the network 
is bidirectional. Further more, for each communication 
process, both the source node and the destination node 
are not malicious.

Flow Chart of EEDS
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In this section we describe the EEDS algorithm. Initially, 
the network is divided into virtual grids. Each virtual grid 
is assigned with n number of nodes based on their current 
position. The nodes which are in the same virtual grid are 
designed in such a way that these nodes with in a grid will 
rely on one another i.e., any node in the virtual grid can 
assign its work to the any other node which is present in 
the same virtual grid.

EEDS Algorithm

actively participate in transmitting and receiving the packets 
beyond a stipulated timestamp. Similarly they obtained 
results for throughput also infers that results are better than 
other existing works. EEDS Algorithm has been compared 
with other routing protocols for comparison.

Figure 5.Energy Efficient Dynamic State (EEDS)

Figure 6.Packet drop ratio comparison between 
AODV and OLSR and EEDS 

Figure 7.Throughput comparison between AODV and 
OLSR and EEDS

This algorithm is found to be more efficient that existing 
algorithms since entire network lifetime is maintained 
uptime throughout the simulation

Experimental Analysis
The packets are routed very efficiently by nodes that are 
actively participating in the routing process. The Packet loss 
Ratio is evaluated with the parameters such as number of 
packets sent and number of packets received. It is inferred 
that as the number of nodes with minimum energy increases 
with respect to the simulation time the packet loss ratio 
increases gradually as shown in the Figure 6. The Calculated 
packet loss ratio is lesser than the value that obtained 
without any Energy efficiency algorithm incorporated in 
nodes in the network.

From the above graph, it is inferred that once the Energy 
Efficiency Dynamic State Algorithm has been incorporated 
with the routing protocol the results produced are far 
better than the other traditional methods used for energy 
efficiency. Here the Packet Drop Ratio is tremendously 
reduced when each and every node in the network can 

In the below table, the nodes lifetime are compared with 
respect to simulation time. The results obtained are more 
encouraging that above 80 percentages of the nodes 
maintain its energy level above 50 Percentage after the 
end of simulation. This shows that the entire network can 
perform more than a expected timestamp with uptime 
efficiency.

From the all above figure and Table shows that the 
comparison of the EAACK EEDS-EA3ACK algorithm where 
it shows the through put is increase with increase in the 
number of malicious nodes on while.
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Conslusion
In the recent research year there has been a lot of interest 
within the field of cryptography in MANET. Because during 
the transmission drop (or) attack the packet without 
acknowledgement. So acknowledge based transmission 
is very safe and high security. Network lifetime is considered 
to be themajor impact that influences the performance of 
thenetwork. This Paper proposed a solution to improvethe 
entire lifetime of the network by monitoring thenodes 
continuously. The EEDS-EA3AC Kenhances the nodes 
performance through out the simulation by maintaining 
the energyof the node uptime than other traditional 
methodsused to provide energy efficiency. This EEDS-
EA3ACK provide better performance compare to existing 
EAACK routing protocol and also improve packet delivery 
ration above 80% of the nodes maintain its energy level 
above 50 Percentage after the end of simulation compare 
to existing EAACK routing protocol, all the nodescan actively 
perform in the routing process beyond the expected 
timestamp the overall performance isalso increased. Our 
future work will be implementingthis algorithm that can 
sustain the attacks and still maintain the same quality of 
service.
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