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ABSTRACT

Traditional image encryption methods often suffer from security
vulnerabilities, image quality degradation, diffusion issues, low
latency, poor key sensitivity, and significant correlation. In response,
this study proposes an advanced image encryption technique based
on a combination of scrambling and discrete wavelet transform. The
scrambling process alters the pixel locations without changing their
values, preserving statistical properties. The proposed hybrid encryption
method incorporates genetic encryption to enhance both image security
and quality. The developed approach undergoes rigorous testing against
brute force and equivalent key attacks, demonstrating statistical
effectiveness, robust performance, and key sensitivity advantages.
The results indicate that the hybrid approach meets the criteria for
photo security and real-time performance.

KeYWOI’dS: Discrete Wavelet Transform, Grayscale, Image Encryption,

Scrambling, Genetic Encryption

Introduction

In the current era of technological advancements, secure
communication of multimedia information, including
enhanced photos, music, and videos, is crucial. However,
concerns about unauthorized access, illegal use, malicious
alterations, and disruptions necessitate robust image
encryption solutions.! Encryption transforms an original
image into a more complex, difficult-to-understand
format, enhancing data security.? This paper introduces
a hybrid encryption technique combining scrambling
and genetic encryption to address the shortcomings of
traditional methods. In the contemporary landscape of
rapid technological evolution, the seamless exchange
of multimedia data has become the cornerstone of
communication across the web, mixed media platforms,
and remote enterprises. This paradigm shift, however, brings
forth an array of challenges, including the imperative need

for safeguarding enhanced photos, music, and videos from
unauthorized access, illicit use, malevolent alterations, and
potential disruptions.® Over the years, substantial strides
have been made in addressing these challenges, with a
prevailing consensus on the internet’s pivotal role as the
primary conduit for information transfer, encompassing
text, messaging, and, notably, images.* The pervasive
use of images in communication today underscores
their significance. However, in the course of transmitting
information over the internet, the dual concerns of ‘security’
and ‘integrity’ loom large. Information security, defined as
the protection of data from unauthorized access, emerges as
a crucial aspect, with encryption standing out as a stalwart
solution.> Image encryption, a technique that transforms
an original image into a cryptic format that is challenging
to decipher without the appropriate unscrambling key, has
become indispensable across various domains.
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Significance of Encryption in Image Security

Cryptography, a discipline encompassing encryption and
decryption techniques, plays a pivotal role in fortifying
information security.® The crux of the matter lies in the
transformation of ‘plain text,” the original message intended
for communication, into ‘cipher text,” an encrypted form
that renders the message unintelligible without the
corresponding decryption key.” The encryption process,
requiring both an encryption algorithm and a key, unfolds
at the sender’s end, ensuring that sensitive data traversing
unreliable channels remains confidential.

The Evolution of Cryptography

Cryptographic techniques have evolved to encompass
diverse objectives, including confidentiality, authentication,
integrity, and non-repudiation.® Confidentiality ensures
that shared computer information is accessible only to
the authorized party, while authentication demands
frameworks to verify the sender’s identity. The integrity
principle dictates that only the authorized entity can modify
provided data, preventing tampering by intermediaries.

The Imperative of Image Encryption

In this context, image encryption emerges as a linchpin
for securing data in various sectors, including corporate
enterprises, healthcare, military operations, and audio-
visual systems.® Encryption serves as the transformative
agent, converting plain text, or in this case, original images,
into coded messages, with decryption seamlessly reverting
these coded messages to their original form. This intricate
dance between encryption and decryption serves diverse
security purposes, ensuring information security, data
non-change, and more.

Against this backdrop, this study delves into the nuances
of image encryption, critically examining the prevailing
challenges and proposing a hybrid approach that
amalgamates the strengths of scrambling and genetic
encryption.’® The ensuing sections detail the cryptographic
principles, review existing literature in the domain,
articulate the methodological approach, present data
analysis, and culminate in a comprehensive conclusion.!
The proposed hybrid image encryption technique not only
addresses the drawbacks of traditional solutions but also
showcases statistical effectiveness, robust performance,
and key sensitivity, thereby meeting stringent criteria for
both photo security and real-time performance.

Cryptographic Basics

In the realm of cryptography, foundational concepts play
a crucial role in shaping secure communication protocols.
Understanding these basics provides a solid framework for
developing and evaluating encryption techniques.? Let’s
delve deeper into key cryptographic terms:

e Plain Text: At its core, plain text represents the
unencrypted, original information that the sender
intends to communicate. This could encompass any
form of data, from written messages to multimedia
content.

e Cipher Text: The transformation of plain text into
cipher text is the central tenet of encryption. Cipher
text is an encrypted version of the original message,
rendered unintelligible without the application of the
appropriate decryption key.

e  Encryption: This process involves converting plain text
into cipher text, often through complex algorithms and
mathematical transformations. Encryption serves as a
protective measure, safeguarding sensitive information
from unauthorized access during transmission or storage.

e Decryption: The inverse of encryption, decryption is the
process of converting cipher text back into its original
plain text form. This restoration is only possible with
the possession of the correct decryption key.

e Key: A key serves as a critical component in both
the encryption and decryption processes. It can take
various forms, such as a unique image, a numerical
sequence, or an alphanumeric string. The security of
the encryption algorithm heavily relies on the strength
and confidentiality of the key.

Types of Keys

e Symmetric Key: In this approach, the same key is used
for both encryption and decryption. The challenge lies
in securely distributing and managing the key among
authorized users.

e Asymmetric Key: Also known as public-key cryptography,
this method employs a pair of keys — a public key for
encryption and a private key for decryption. Messages
encrypted with the public key can only be decrypted
by the corresponding private key.

e Hashing Key: Hash functions generate fixed-size outputs
(hashes) from variable-size inputs. These outputs,
commonly known as hash values, are used for data
integrity verification and digital signatures.

Role of Keys in Cryptography

e Confidentiality: The key ensures that only authorized
parties can access and understand the encrypted
information.

e Authentication: Keys are integral to verifying the identity
of both the sender and receiver. Public and private key
pairs contribute to secure digital communication.

e Integrity: Keys help maintain the integrity of the
transmitted data by ensuring that it remains unchanged
during transit.

e Non-Repudiation: The use of keys enables the creation
of digital signatures, ensuring that the sender cannot
deny sending a specific message.
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Key Management

Effective key management is paramount in cryptographic
systems. It involves key generation, distribution, storage,
and rotation. The challenge is to strike a balance between
maintaining security and facilitating practical usability.” In
summary, cryptographic basics provide the foundation for
secure communication, and a nuanced understanding of
these principles is essential for designing robust encryption
algorithms and systems.

Cryptographic Goals

In the realm of cryptography, various overarching goals guide
the design and implementation of encryption techniques,
ensuring the creation of robust and reliable systems for
safeguarding sensitive information.'* These cryptographic
goals are fundamental principles that contribute to the
overarching objective of maintaining secure communication
channels. Let’s delve deeper into each of these goals:

1. Confidentiality

e Definition: Confidentiality is the cornerstone of
cryptographic endeavors, focusing on the protection of
information from unauthorized access or disclosure.” It
ensures that the content of a communication remains
private and accessible only to individuals with the
appropriate authorization.

e Implementation: Encryption algorithms are designed
to transform plaintext into ciphertext, making the
information unintelligible to anyone without the
corresponding decryption key. Through this process,
confidentiality is upheld by rendering the content
secure and resistant to eavesdropping.

2. Authentication

e Definition: Authentication verifies the identity of
communicating entities, ensuring that the information
originates from a genuine source rather than a malicious
imposter.'® It safeguards against the insertion of
unauthorized content into the communication stream.

e Implementation: Cryptographic systems employ
various mechanisms, such as digital signatures and
authentication protocols, to validate the authenticity
of messages and participants.” By confirming the
identity of the sender, the risk of data manipulation
by unauthorized entities is mitigated.

3. Integrity

e Definition: Integrity ensures the accuracy and unaltered
state of information during transmission. It safeguards
against accidental or intentional modifications,
providing assurance that the received data is identical
to the originally transmitted data.

e Implementation: Hash functions and checksums are
commonly utilized to generate fixed-size values (hashes)

that uniquely represent the content of a message.
These hashes are sent along with the message, and
the recipient recalculates the hash upon receipt.'® If
the recalculated hash matches the received hash, it
signifies the integrity of the message.

4. Non-Repudiation

e Definition: Non-repudiation prevents the parties
involved in a communication from denying their actions
or intentions.? It ensures that both the sender and
the recipient cannot disavow their involvement in the
exchange of information.

e Implementation: Digital signatures play a crucial role
in establishing non-repudiation. By using asymmetric
cryptographic techniques, a sender can sign a message
with their private key, and the recipient can verify the
signature using the sender’s public key. This process
ensures that the sender cannot later deny sending the
message.

These cryptographic goals collectively form the foundation
of secure communication, providing a framework for
designing encryption systems that effectively protect
information in an increasingly interconnected and digital
world. Whether applied to financial transactions, sensitive
communications, or critical infrastructure, the attainment
of these goals is paramount for establishing trust and
security in cyberspace.

Literature Review

This section reviews previous studies on image encryption
techniques, emphasizing their approaches and outcomes.
Notable methods include symmetric key cryptography,
image encryption based on RGB pixel rendering and
shuffling, and enhanced security color visual cryptography.?
The literature review explores various image encryption
techniques proposed in recent studies, highlighting their
methodologies and findings.

Symmetric Key Cryptography 2013: A New CRDDBT

Using - Relative Displacement (RDC) and Dynamic Base
Transformation (DBTC)

This research investigates an encryption method that
deviates from pre-programmed keys.?! The data string
is divided into segments, each encoded with a distinct
algorithm. The study employs three novel algorithms to
encode the split string based on its orientation, enhancing
security. The use of two differently resolved keys for higher
security levels is a notable aspect. The research focuses
on altering both the base and location of specific string
segments, contributing to increased security and complexity.

Combining Block Displacement and Block Cipher Methods
to Create a New Image Encryption Method 2013

This publication introduces a novel image encryption
algorithm emphasizing the relationship between key
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length and security.? Utilizing a lengthy 128-bit key, the
proposed algorithm demonstrates enhanced security,
making cryptographic research and key compromise
challenging. The absence of floating-point errors
enhances the algorithm’s efficiency. The study includes
an evaluation of the connection efficiency and entropy
values, demonstrating the algorithm’s robustness against
potential attacks.

Image Encryption as part of RGB PIXEL Rendering and
Shuffling 2013

This study proposes a unique approach by considering the
rendering and reshuffling of RGB components in advance.®
The additional exchange of RGB values enhances image
security against conceivable attacks. The research presents
a comprehensive exploration of the impact of pixel grouping
based on RGB values, providing insights into potential
improvements for image encryption.? The application of
lossless photo encryption using MATLAB contributes to
the practicality and feasibility of the proposed approach.

Improved Security Color Visual Cryptography 2012

This work introduces an alternative algorithm focusing on
pixel grouping and structuring based on RGB values.® The
study identifies the benefits of grouping pixels to reduce
correlations and increase entropy. The use of Matlab 6.0.1
for lossless photo encryption showcases the algorithm’s
practical implementation and includes a histogram for
further analysis. The proposal emphasizes the potential
for combining additional pixel computations to enhance
image encryption further.

Inter-pixel Dislodging of a Pixel’s RGB Attributes for Picture
Encryption with Explosive Inter-pixel Dislodging, 2011

This research, published in 2011, aims to manipulate the
RGB values of pixels through inter-pixel dislodging.!” By
employing different keys for round shifting three halves of a
pixel, the study introduces pixel dislodging risk. The findings
underscore the importance of controlling the intermixing
of RGB values and its impact on the image’s security. The
study contributes insights into potential vulnerabilities and
robustness in image encryption techniques.

An Image Encryption Approach Using a Mixture of Change
Techniques and Encryption, 2008

The work presented by Mohammad Ali Bani Younes and
Aman Jantan combines video and stage-based encryption.*?
The division of the original image into 4x4 pixel blocks,
permutation using a stage interaction, and subsequent
encryption with Rijndael result in improved security. The mix
method contributes to reduced component connectivity and
increased entropy.?* The research provides valuable insights
into the combination of various encryption techniques for
enhanced image security.

The literature review illustrates the diverse approaches
researchers have taken to address image encryption
challenges, emphasizing the continual evolution
of techniques to enhance security and overcome
vulnerabilities.” These studies collectively contribute to
the advancement of image encryption methodologies and
provide a foundation for the proposed hybrid approach.

Methodological Approach

The proposed hybrid encryption method integrates two
principles: image scrambling and genetic encryption.
Scrambling alters pixel locations, while genetic encryption
employs genetic algorithms for key generation.?® The
algorithm undergoes testing against brute force and other
key attacks, demonstrating its resilience and security.

Image Encryption Scrambling: Image scrambling involves
changing the arrangement of pixels in an image, enhancing
security.?” The proposed method employs a Logistic map
for image scrambling, combining control parameters and
Arnold mapping to improve the algorithm’s efficiency.

Genetic Algorithm for Image Encryption: Genetic encryption
utilizes sexual genetic recombination and Darwin’s fitness
survival and reproduction concept for key generation.
Crossover and mutation operations enhance the algorithm'’s
robustness.

Data Collection and Analysis: The study analyzes the
algorithm’s performance through various attacks, such
as brute force and similar key attacks. Correlation graphs,
histograms, and decrypted images are presented to illustrate
the algorithm’s efficacy.

Conclusion

The hybrid image encryption approach demonstrates
enhanced security and real-time performance, meeting
the demands for secure communication. The algorithm’s
key sensitivity and resistance against brute force attacks
make it a promising solution for image encryption in various
applications. In conclusion, the hybrid image encryption
approach proposed in this study presents a promising
solution to address the limitations of traditional image
encryption methods. By combining the strengths of
scrambling and genetic encryption, the algorithm not
only enhances the security of transmitted images but
also improves their overall quality. The robustness of the
developed approach is evident in its resistance against brute
force attacks and equivalent key attacks, showcasing its
ability to withstand exhaustive analyses. The algorithm’s key
sensitivity is a critical feature, ensuring that the encryption
remains secure even in the face of sophisticated attacks.
The utilization of genetic encryption techniques, such as
crossover and mutation operations, contributes to the
algorithm’s resilience and adaptability in generating secure
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encryption keys. This adaptability is crucial in the dynamic
landscape of cybersecurity, where evolving threats demand
innovative and sophisticated encryption methods. The
study’s analysis of the algorithm’s performance, including
correlation graphs, histograms, and decrypted images,
provides a comprehensive evaluation of its efficacy. The
results demonstrate a clear improvement in image security
compared to traditional methods. The correlation graphs
reveal significant differences between the original and
encrypted images, ensuring a high level of security against
both basic and advanced brute force attacks.

Furthermore, the algorithm’s real-time performance
is commendable, meeting the demands for swift and
secure encryption and decryption in various applications.
The encryption time is notably fast, ensuring that the
algorithm aligns with the requirements for real-time data
processing in scenarios such as secure communication,
medical services, military operations, and multimedia
systems. In light of the findings, it is evident that the hybrid
image encryption technique presented in this study not
only addresses the existing flaws in traditional methods
but also exceeds expectations in terms of security, key
sensitivity, and real-time performance. Future research
could delve deeper into optimizing the algorithm for specific
application domains and exploring potential adaptations
to emerging technologies. The continuous evolution of
encryption techniques remains imperative in the ongoing
efforts to secure sensitive information in an increasingly
interconnected and data-driven world.
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