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ABSTRACT

Maintaining the privacy of sensitive information, such as banking details,
is a concern for many individuals. However, there are situations where
sharing this information becomes necessary, such as in the event of
memory loss or death. Traditional methods involve time-consuming
processes, including providing certificates and proofs to access the
information. This article explores the use of cron jobs, automated
tasks scheduled at specific intervals, to streamline and automate these
processes. By incorporating cron jobs into the cloud environment, users
can add alternative user details and schedule cron times on the server
side, offering a secure and efficient solution to address these challenges.

Keywords: Task Scheduling, Cron Job, Cloud Computing, Automated

Tasks, Cloud Environment, Operating Systems

Introduction

“Cron” is a time-sensitive job scheduler widely used in
Unix-like operating systems. In the context of this article,
these scheduled tasks are referred to as “Cron Jobs.” The
cron daemon, a background program running continuously,
is responsible for executing these jobs on time. While
traditionally used for system maintenance, cron jobs are
also applicable to web application development, automating
periodic tasks. This article delves into the fundamentals of
cron jobs and their relevance in cloud computing.! In the
dynamic landscape of computing, the effective management
of scheduled tasks plays a pivotal role in ensuring system
efficiency and functionality. One such tool that has stood
the test of time, particularly in Unix-like operating systems
such as Linux, FreeBSD, and macOS, is the renowned “Cron.”
Often referred to as the backbone of time-sensitive job
scheduling, Cron enables users to automate recurring
tasks, commonly known as “Cron Jobs,” through a daemon
that runs persistently in the background.? While Cron has
traditionally been associated with system maintenance
and administrative functions, its adaptability extends into
the realm of web application development, where periodic

tasks are crucial for maintaining seamless operations.
This article explores the multifaceted applications of Cron
Jobs, with a specific focus on their integration into cloud
computing environments.? In an era where privacy concerns
are paramount, individuals find themselves grappling with
the dilemma of sharing sensitive information, such as
banking details, in certain unavoidable situations. The
fear of unauthorized access or data misuse looms large.
However, the need for a secure and efficient mechanism
to manage and share such information becomes apparent
in scenarios involving memory loss, sudden incapacitation,
or unfortunate demise.

In such circumstances, conventional methods often involve a
protracted and cumbersome process of providing extensive
documentation and proof to financial institutions for access.
This not only consumes valuable time but also adds an
unnecessary layer of complexity to an already distressing
situation. The emergence of Cron Jobs as a solution in this
context offers a beacon of hope, promising to streamline and
automate these processes with unprecedented efficiency.
The essence of Cron lies in its ability to execute predefined
tasks at scheduled intervals, adhering to the principle that
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“time is of the essence.” The term “Cron” itself, derived
from the Greek word for time, encapsulates its primary
function—keeping tasks on a strict temporal schedule.
By creating ASCII text cron files and editing them with a
simple text editor, users can orchestrate the execution of
specified tasks automatically and regularly.® This article
delves into the integration of Cron Jobs within the expansive
domain of cloud computing. The cloud, often regarded as a
paradigm shift in computing, provides a scalable and flexible
environment for hosting applications and storing data. By
incorporating Cron Jobs into this cloud infrastructure, users
gain the ability to add alternative user details to primary
accounts seamlessly. Additionally, the introduction of cron
times on the server side empowers users to schedule and
automate critical processes, providing a comprehensive
solution to the challenges posed by traditional methods.
In the subsequent sections, we will explore the intricacies
of Cron Jobs, their relevance in cloud computing, and
how they serve as a catalyst for efficient task scheduling,
particularly in scenarios involving sensitive information and
user accessibility. This exploration aims to shed light on the
transformative potential of Cron Jobs in simplifying complex
processes and enhancing the overall user experience in the
ever-evolving landscape of computing.

Literature Survey

The survey focuses on the utilization of cloud computing,
highlighting its applications in managing large data
workloads dynamically.

e Cloud Computing Applications: B. Keshanchi et al.
(2017) present an improved genetic algorithm for
task scheduling in cloud environments, emphasizing
formal verification, simulation, and statistical testing.
The study addresses the evolving landscape of cloud
computing, showcasing the significance of efficient
task scheduling in dynamic cloud environments.

e Mobility-Aware Scheduling in Fog Computing: Luiz F
Bittencourt et al. (2017) contribute insights into mobility-
aware application scheduling in fog computing through
their work published in IEEE Cloud Computing. The
research focuses on adapting task scheduling strategies
to the unique challenges posed by the decentralized
and dynamic nature of fog computing environments.

e Economic and Energy Considerations in Mobile Cloud
Computing: M. Nir et al. (2018) explore economic and
energy considerations for resource augmentation in
mobile cloud computing, as documented in the IEEE
Transactions on Cloud Computing. This study sheds
light on the critical intersection between economic
factors and energy efficiency, crucial for optimizing
resource utilization in mobile cloud environments.

e Energy-Efficient Task Execution in Mobile Cloud
Computing: W. Zhang and Y. Wen (2018) contribute

insights into energy-efficient task execution for
applications with a general topology in mobile cloud
computing. Their work, featured in the IEEE Transactions
on Cloud Computing, highlights the need for optimizing
task execution to enhance energy efficiency, particularly
in resource-constrained mobile environments.

e Evolutionary Scheduling for Big-Data Analytics in Elastic
Cloud: Zhang et al. (2014) focus on the evolutionary
scheduling of dynamic multitasking workloads for big-
data analytics in elastic cloud environments. Their study,
published in the IEEE Transactions on Emerging Topics
in Computing, explores the challenges of scheduling
complex workloads in the context of big data, providing
valuable insights into improving efficiency in elastic
cloud settings.

This literature survey underscores the diverse applications
and considerations within cloud computing and task
scheduling, showcasing the ongoing efforts to address
challenges and enhance the efficiency of cloud-based
systems.

Problem Definition

Addressing scenarios where a user becomes inactive
or unavailable in a cloud system, leading to immediate
removal from login access. The article proposes a solution
involving cron jobs to automatically notify and provide
access to designated nominees or alternative users. In the
realm of banking and sensitive cloud systems, a critical
challenge arises when users become inactive or are no
longer available.® The conventional response from cloud
platforms involves promptly identifying and removing such
users from login access. However, this practice poses a
potential threat, especially when crucial data or accounts
remain inactive across various websites like Google Mail and
Facebook. In the context of financial institutions, the existing
system lacks a comprehensive mechanism to handle these
scenarios efficiently.” The identified problem stems from the
fact that user accounts, in the absence of regular activity,
may be automatically deactivated by the cloud system.
This situation becomes particularly problematic when
considering scenarios such as a user’s demise or prolonged
inactivity due to various reasons. In such instances, the
dormant account becomes susceptible to data loss and
potential financial implications.

Moreover, the conventional approach lacks a proactive
solution to address the management of inactive accounts,
as users are left with limited control over the duration
of inactivity that triggers account removal. Manual
interventions are often required to manage these scenarios,
leading to delays, inefficiencies, and increased chances of
errors.® The proposed system aims to tackle these issues
head-on by leveraging the power of cron jobs. Through the
implementation of automated tasks scheduled at specific
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intervals, the system not only monitors user activity but also
takes preemptive measures when required. By introducing
the concept of an alternative user or nominee, the proposed
system ensures a seamless transition of account access in
case of user inactivity or unavailability, mitigating the risks
associated with sudden account deactivation. In summary,
the problem definition revolves around the need for a more
proactive, efficient, and user-controlled approach to manage
inactive accounts in sensitive cloud systems. The proposed
solution, powered by cron jobs, seeks to revolutionize how
these scenarios are handled, offering users greater control
and ensuring the security and accessibility of their critical
data in the face of unforeseen circumstances.

Existing System

Identifying drawbacks in the current system, such as lack
of data security, time-consuming processes, and manual
interventions, motivating the need for improvement. The
current system is characterized by several limitations,
prompting the need for innovative improvements. Users
in traditional systems, especially in the context of cloud
computing, face challenges that hinder the seamless
management of sensitive information. Key drawbacks in
the existing system include:

e Limited Data Security: The primary concern revolves
around data security. In the conventional model, users
can store and set passwords for private documents,
but the system lacks advanced security features.
This limitation raises significant questions regarding
the protection of sensitive information, especially in
scenarios where privacy is paramount.

e Time-Consuming Processes: One of the critical
inefficiencies of the existing system is the time
required for various operations. Retrieving data, setting
passwords, and generating reports are processes that
demand considerable time. This delay not only impacts
user experience but also raises concerns about the
system’s overall efficiency and responsiveness.

e Manual Intervention: The existing system heavily relies
on manual interventions for certain tasks. Changes in
records, warnings, or file transfers are often performed
manually, introducing the possibility of errors and
delays. Manual involvement not only increases the
likelihood of inaccuracies but also contributes to a less
streamlined and efficient workflow.

e Lack of Notification Mechanism: Another significant
shortcoming is the absence of an automated notification
mechanism. Users are not promptly informed of crucial
events, such as data latency or system changes. This
lack of real-time communication hampers the system’s
ability to respond proactively to emerging situations.

¢ Inflexible Task Scheduling: The current system’s task
scheduling is limited in terms of flexibility. Tasks can

only be scheduled at a minimum interval of 1 minute,
which may not be suitable for scenarios requiring more
frequent executions. This limitation poses challenges
for users with specific scheduling needs, restricting the
adaptability of the system to diverse requirements.

e Logistical Challenges: The system faces logistical
challenges, particularly in terms of execution reliability
and accuracy. Instances where crontab scripts are not
executed on time or as expected are not uncommon.
Factors such as incorrect crontab documentation,
permission issues, and environmental variables
contribute to a less dependable execution environment.

e Dependency on User Interaction: Certain actions, such
as running PHP files, are contingent on user interaction.
The requirement for manual execution hinders the
system’s autonomous operation, requiring users to
actively engage in file execution tasks.

In light of these limitations, it becomes evident that there
is a critical need for an enhanced system that addresses
these challenges and introduces a more robust, secure,
and user-friendly environment for managing sensitive
information in the cloud. The proposed system aims to
overcome these deficiencies and provide a comprehensive
solution for efficient and secure data management.

Disadvantages

Highlighting limitations in the existing system, including
minimum task intervals and challenges in logging cron
jobs. In delving into the limitations of the existing system,
it becomes apparent that there are several drawbacks that
hinder its optimal functionality:

e Smallest goal is 1 minute: If a task requires execution
atintervals smaller than a minute, the current system
falls short. Cron, by default, operates with a minimum
time granularity of one minute, restricting its suitability
for tasks demanding more frequent execution.

e LoggingIssues: The existing system lacks comprehensive
logging capabilities for cron jobs. Unless explicitly
configured, cron jobs do not automatically log their
outputs. This absence of logging makes it challenging
to monitor and troubleshoot job executions, potentially
leading to undetected issues.

e Continuous Memory Utilization: The current system
requires the cron program to be continuously active in
the system’s memory, even when not actively running
jobs (1/120s). This constant memory consumption
may impact system resources and, in turn, system
performance, particularly in environments with
resource constraints.

e Manual Execution Requirement for PHP: Unlike some
other systems, PHP scripts do not run automatically
unless initiated by the user opening the page in a browser.
This manual execution necessity poses challenges for
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tasks that need to be performed frequently, as users
must remember to manually trigger the execution.

e Timing Variability: Cron jobs may not consistently
execute at the expected times, leading to potential
delays or missed executions. This variability can arise
due to factors like incorrect crontab documentation,
permission issues, or environmental factors, introducing
uncertainties in task scheduling.

Addressing these disadvantages is crucial for the proposed
system to provide a more robust and reliable solution,
ensuring smoother execution and enhanced user experience.

Expected Benefits

Emphasizing the simplicity, efficiency, and user-friendliness
of the proposed system, along with benefits such as
minimized manual data entry and enhanced data accuracy.®
The proposed system brings forth a range of anticipated
benefits, making it a valuable enhancement over the existing
framework. These advantages are tailored to ensure user
satisfaction, operational efficiency, and the seamless
integration of cron jobs in the cloud environment.

e Simplicity in Design and Implementation: The system is
meticulously designed with simplicity in mind, making it
accessible to users with varying technical expertise. The
straightforward implementation ensures that users can
easily navigate and leverage the system’s functionalities
without the need for extensive training.

e Low System Resource Requirements: The proposed
system operates with minimal system resource
requirements, ensuring efficient performance across
diverse setups. This characteristic makes it versatile,
allowing for deployment in various computing
environments without compromising on functionality.

e Reliability of Cron Jobs: Leveraging the built-in cron
functionality, the system ensures reliable and consistent
execution of scheduled tasks. Cron jobs are inherently
robust and dependable, contributing to the system’s
stability and predictability.

e Enhanced Monitoring and Notification: The system
facilitates proactive monitoring of file activities through
cron jobs. In the event of file latency or user inactivity
exceeding predefined thresholds, the system triggers
automatic notifications. This feature not only enhances
user awareness but also allows for timely intervention
to prevent potential issues.

e Streamlined Access for Nominees or Alternatives: A key
benefit of the proposed system is its ability to seamlessly
transition access to nominated or alternative users in
case of user inactivity or emergencies. This ensures
the continuity of crucial tasks and data accessibility,
mitigating the risk of data loss or financial implications.

e Data Accuracy and Minimized Manual Entry: By
automating tasks through cron jobs, the system

significantly reduces the need for manual data entry.
This not only minimizes the likelihood of human errors
but also contributes to maintaining data accuracy and
integrity within the system.

e Efficiency Gains and Better Management: The
implementation of cron jobs optimizes system efficiency,
allowing tasks to be executed at predetermined
intervals. This leads to better overall management
of resources, time, and data, resulting in a more
streamlined and productive workflow.

e User-Friendly Interface and Intuitive Operation: The
system incorporates a user-friendly interface, enhancing
the overall user experience. Intuitive operation and
clear navigation contribute to user satisfaction, ensuring
that users can interact with the system effortlessly.

e Customizable Preferences: Users have the flexibility
to customize their cron job preferences, including
setting time frames and selecting alternative individuals
for specific document sharing.’ This customization
empowers users to tailor the system to their unique
needs and preferences.

e Limited Availability for Deceased Users: To address
the scenario of a user’s demise, the system ensures
that access to files is limited to the user’s active state.
In the unfortunate event of a user passing away, the
system provides a secure and controlled mechanism
for transitioning access to nominated individuals.

In conclusion, the expected benefits of the proposed
system encompass a holistic improvement in efficiency,
user experience, and data security. By harnessing the
power of cron jobs in the cloud environment, the system
addresses existing challenges while offering a robust and
user-centric solution.

Conclusion

Summarizing the article’s contributions, the proposed
system offers a user-friendly solution to the challenges
in the existing system, providing faster operations,
error messages at each stage, and overall efficiency. In
conclusion, the implementation of the proposed system
offers a comprehensive solution to the challenges faced by
the existing system. By seamlessly integrating cron jobs into
the cloud environment, users benefit from a streamlined
and efficient approach to task scheduling. The user-friendly
design ensures simplicity in operation, with fast execution
and detailed error messages provided at each stage. The
proposed system not only addresses the limitations of
the current system but also enhances overall efficiency by
reducing manual data entry and ensuring data accuracy.
The utilization of cron jobs allows for precise monitoring
of file activities, enabling timely notifications and access
provisions to alternative users in the face of user inactivity
or unforeseen emergencies.
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Furthermore, the system’s flexibility in setting intervals for
cron jobs empowers users with the ability to customize and
optimize task scheduling according to their specific needs.
The inclusion of common settings simplifies the configuration
process, making it accessible to users with varying levels of
technical expertise. Looking ahead, the proposed system
lays the groundwork for future advancements in task
scheduling within cloud environments. The potential for a
single installation file and customization options presents an
opportunity for widespread adoption, further contributing
to the evolution of efficient and secure data management
practices. In essence, the proposed system not only resolves
the current challenges but also paves the way for a more
sophisticated, user-centric approach to task scheduling in
cloud computing. As technology continues to evolve, the
integration of innovative solutions, such as cron jobs, will
play a crucial role in shaping the landscape of efficient and
secure data processing.
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